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Advanced VPN for Windows 10

EXECUTIVE SUMMARY ' THE BOTTOM LINE

For many users private and secure Internet access is an essential requirement.
Virtual Private Network (VPN) connections can provide security as well as other Advanced VPN for Windows 10:
features such as access to content available only in certain regions of the globe.
Advanced VPN provides private and secure access to an open and free internet,
unblocks streaming services, access blocked websites, bypass digital
censorship, bypass geo-restrictions, and protects your personal content from
hackers and advertisers tracking your online activities.

1 Provides certified connectivity to 135 VPN sites
globally

2 VPN presence in 33 countries

Advanced VPN commissioned Tolly to evaluate the connectivity, presence,
identity protection and geographic unblocking features of its VPN tunneling
solution for users of Microsoft's Windows 10 operating system.

3 Provides for unblocking of geo-locked content

4 Simple installation and operation

Tests verified connectivity with 135 locations in 33 countries around the globe, | 5 per-yser annual subscription model
DNS leak protection, and confirmed ability to bypass geo-restrictions for
popular streaming services such as Hulu, Netflix and BBC. See Table 1.
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Advanced VPN for Windows 10: Summary of Test Results

Area Feature Results

Connectivity VPN Presence in 135 locations globally Verified

VPN Presence in 33 countries Verified

Video Streaming Netflix via US Tunnel Locations Verified

Hulu via US Tunnel Locations

- BBCiPlayer via UK Tunnel Locations Verified

Peer-to-Peer (P2P) WebTorrent via US and European locations Verified

Source: Tolly, October 2019 Table 1
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Overview

VPNs provide essential privacy and security
for users by encrypting all traffic between
the client machine and the VPN tunnel
termination. With VPNs, all traffic running
over public Wi-Fi networks is protected
from eavesdropping by rogue users or
rogue access points.

By using tunnel terminations in different
geographic regions, the VPNs can also
assist users in dealing with geographic
content restrictions.

Test Results
Setup & Use

Early VPNs were known to be difficult to
setup and use. Tolly engineers verified that
Advanced VPN was simple to setup and
simple to use.

Advanced VPN installs as a standard
Windows 10 program with just a few clicks.
Once launched, the VPN provides the user
with a list of tunnel locations. The list
automatically places locations closest to
you at the top of the list. The interface also
provides a “Favorites” capability so that
frequently used locations can be shown
with one click.

Advanced VPN

Countries with VPN Tunnel Terminations

Argentina Hungary Singapore
Australa rland  SouthAfica
Austia | sl SouthKorea
Bulgaria | ly Span
‘Canada  Japan  Sweden
Chile Meico  Swizedand
‘Colombia  Moldova Tawan
‘CrechRepublic | Netherlands wo
Finland | Poland | Ukraine
France | Russia | United Arab Emirates
Germany SaudiArabla UnitedStates

Source: Tolly, October 2019 | | Table 2
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Once connected, the Advanced VPN status
panel shows the city, country and IP
address of the connected tunnel along with
performance statistics for upload and
download bandwidth. Advanced VPN
notes that each tunnel location connects
with at least dual Gigabit Ethernet
connections with most sites being
upgraded to dual 10GbE. See Figure 1.

Connectivity

VPN tunnels work by encrypting traffic
from the client to the tunnel termination
and assigning the client an IP address that
is local to the tunnel termination. For
example, a VPN client physically in Chicago
that connects to a tunnel location in
Switzerland will display an IP address of the
tunnel location city in Switzerland while the
VPN tunnel is connected.

Tolly engineers verified connectivity to 135
tunnel endpoints in 33 countries around
the globe. After connectivity was
established, engineers verified that the
connected client displayed an IP address
that was local to the tunnel endpoint. See
Table 2 for a list of countries where VPN
tunnel terminations were tested. Advanced
VPN notes that its coverage is always
expanding.
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DNS Leak Test

Additionally, engineers verified that the
locations passed the DNS leak test, that is,
did not send DNS requests to servers not
local to the tunnel target. This test was run
as a spot check on about 50% of the target
locations. Every location passed the test.
Only the local DNS server at the tunnel
termination was visible to the client.

Video Streaming

Accessing content that is linked to specific
geographies is an important requirement
for many users. Tolly engineers verified that
popular streaming services worked using
VPN tunnels.

Netflix

This test was run using two US tunnel
locations. For each location, engineers
logged into the Netflix streaming service
and verified that content could be
streamed successfully.

Hulu

This test was run using two US tunnel
locations. For each location, engineers
logged into the Hulu streaming service and
verified that content could be streamed
successfully.

BBC

This test was run using two UK tunnel
locations. For each location, engineers
logged into the BBC streaming service and
verified that content could be streamed
successfully using the BBC iPlayer
streaming application.

Peer-to-Peer (P2P)

P2P file sharing is an alternative to
downloading a file from a single server.

© 2019 Tolly Enterprises, LLC

Advanced VPN for Windows 10: GUI
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Figure 1

With P2P, file content is distributed and is
downloaded simultaneously from multiple
peer (i.e. client, end-user) computers rather
than from a dedicated server.

This test was run using two tunnel
locations, one in the US and the
Netherlands P2P location. For each
location, engineers streamed video using
webtorrent.io.

Test Setup &
Methodology

Tolly.com

All testing was conducted using Microsoft
Windows 10 and the Microsoft Edge
browser. The Windows environment was
run virtualized using Oracle Virtual Box.

Tolly engineers used the currently available
public version of Advanced VPN. Default
settings were used. See Table 3 for details of
the test environment.

Most details of the test methodology are
found in the description of the test results.
This section will contain any additional
information not presented previously.
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PC Environment

Test Infrastructure

Advanced VPN

Operating Microsoft Windows 10 Version 1.09
Syst | Enterprise Eval. (64-bit)
ysem ,,,,,,,,,,,,,,,,,, nerprlseva( ,,,,,,,,, I) ,,,,,,, Configuration Default
OS Build - 17763.rs5_release T

180914-1434 VPN Type IKEv2
"""""""""""""""""""" - (Default)
Browser - Microsoft Edge s
(Primary) ' 44.17763.771.0

 EdgeHTML 18.17763

Google Chrome

77.0.3865.120

BitTorrent WebTorrent Desktop
Client 1 0.21.0 https://hulu.com

Virtualization §OracIeVirtuaI Box 6.0.12 https://www k/iplayer
Env. 11133076

VM Specs 4GB RAM

Source: Tolly, October 2019

Streaming Services

https://netflix.com

Test Applications

IP address
validation

 WhatlsMylPA
.~ ddress.com

- WhatlsMyIP.

DNS Leak Test DNSLeaktest.
~com

Table 3

Connectivity Validation

For each of the locations, engineers verified
a successful tunnel connection. Once
connected, engineers used an IP address
validation utility to confirm that the IP
address assigned to the test client was local
to the tunnel termination location.

Readers should realize that a single IP
address validation service might have
outdated results for certain locations and
might not indicate the correct city. Test
engineers used multiple IP address
validation utilities to confirm agreement on
IP address locations.

DNS Leak Test

If a domain name service (DNS) resolution
request is sent to a DNS server that is local

© 2019 Tolly Enterprises, LLC

to the client’s actual location, that is
considered a DNS “leak” that could
compromise privacy. Engineers used the
DNS Leak Test site to identify all DNS servers
that were assigned to a dlient at each
location to confirm that only DNS servers at
the tunnel termination were visible.

Video Streaming

The tests are described in full in the test
results section.

For the test of streaming BBC content, the
Microsoft Edge browser private mode was
used.

For tests of Hulu, the Google Chrome
browser was used as Hulu streaming did
not function using Microsoft’s Edge
browser even without VPN tunnels.

Tolly.com

For the test of streaming BBC content, the
Microsoft Edge browser private mode was
used.

P2P

The tests are described in full in the test
results section.

Engineers used WebTorrent Desktop as the
BitTorrent client. This program implements
the Bit Torrent protocol using WebRTC.
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About Tolly About Advanced VPN
The Tolly Group companies have been Advanced VPN, Inc. is an IT high-tech company that specializes in

delivering world-class IT services for 30
years. Tolly is a leading global provider of
third-party validation services for vendors
of IT products, components and services.

developing Internet security and privacy tools. The company secures and
anonymizes the online presence of over millions users across the globe.

For more information on Advanced VPN, visit:

You can reach the company by E-mail at
sales@tolly.com, or by telephone at https://advancedvpn.com
+1561.391.5610.

el @ Advanced VPN

Terms of Usage

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability
based on your needs. The document should never be used as a substitute for advice from a qualified IT or business professional. This
evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled,
laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance may vary
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own
networks.

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers.
Accordingly, this document is provided "as is," and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking,
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness, usefulness
or suitability of any information contained herein. By reviewing this document, you agree that your use of any information contained
herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other consequences resulting
directly or indirectly from any information or material available on it. Tolly is not responsible for, and you agree to hold Tolly and its
related affiliates harmless from any loss, harm, injury or damage resulting from or arising out of your use of or reliance on any of the
information provided herein.

Tolly makes no claim as to whether any product or company described herein is suitable for investment. You should obtain your own
independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project related
to any information, products or companies described herein. When foreign translations exist, the English document is considered
authoritative. To assure accuracy, only use documents downloaded directly from Tolly.com. No part of any document may be
reproduced, in whole or in part, without the specific written permission of Tolly. All trademarks used in the document are owned by
their respective owners. You agree not to use any trademark in or as the whole or part of your own trademarks in connection with
any activities, products or services which are not ours, or in a manner which may be confusing, misleading or deceptive or in a
manner that disparages us or our information, projects or developments.
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